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Safe harbor statement

The following is intended to outline our general product direction. It is

intended for information purposes only, and may not be incorporated

into any contract. It is not a commitment to deliver any material, code,

or functionality, and should not be relied

upon in making purchasing decisions. The development, release,

timing, and pricing of any features or functionality described for
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Recap

Something has shifted!
year 2019
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https://blog.dieschmitterlinge.de/networking/setup-wireguard-vpn-over-ipv6-with-ospf-oracle-cloud-free-tier/
https://blog.dieschmitterlinge.de/networking/setup-wireguard-vpn-over-ipv6-with-ospf-oracle-cloud-free-tier/

Architecture Architecture Overview
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A With the new FTTH connection and the new Internet service provider, | lost the dynamic
and public IPv4 address required to access the Internet.

A IPv4based access is now implemented via a Caf@sxde NAT (CGNAT) using the RFC6598
address space:

10.64.0.0/10

A As a result, | can no longer reach my private network, including:

A VPN Connections: Both Siteto-Site and Road Warrior configurations.

A Services: Hosted or local network services.

A loT and Smart Devices: Connected appliances and automation systems.
A VolP: Voice over IP services.

A

Hamnet: Amateur radiebased IP networking.
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CGNEXxplained
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WireguardVPN¢g OCI Free Tier

Via IPv6 and DDNS

P
OCI (Region) eu-frankfurt-1 @ £53) Home eu-willich-1

+
(Dyn) DNS AAAA record Sweet Home

Kubernetes I .
| 192.168.0.024 .
! 2001:db8:0:2:1/64 : = Qo
| 001:/64 : = (1,1,
| Private :
| )
|
i

]
]
1
]
I ]
1 I I
1 o SN | 7 ! ' !
[T B wg0: ' wgQ: : : '
1 E 192.168.250.6/30 g : 192.168.250.5/30 192.168.1.0/24 | p— :
: o fdi02:0:0:1::2/64 - fd02:0:0:1::1/64 2001:0b8:0:3::/64 : DO : :
. g i @ ——feB0:6/10 : 1 0 fed0::5M0 1d01:0:0:1::/64 : - '
o E i : i T T 3 T : [RII N - I
' 3895 1—‘:;;36 1a.sama TF] i ol | WireGuard VPN | eth2: — : .- :
= w o 0,113, : K E
I 28 . Routing Host 10.0.0.2/16 ] xxx] ! : ELUUEIEAEIG _ '
| SoF 2603:0020-anaa: {111 -aaaaid | | ' ddd:0:00:2/64 | Core Router 192.168.3024 p— '
1 S§F i 2603:0020-anaa 1111 -bese/6d | ' : I 2001.008:0:4:84 O : :
— H " i . ol - ] H H
P TR ; : . | id01:0:03u6d O : !
© ) B gl TRRRENNNTRSIET . . l Guest : (I - '
Te] B . H 1 I (" % - 1
] 1 o : 8 I (...; :
g ! f : ; is 19216850124 | ) :
T, §gi ' . Opeqvpn  2001:008105:/64 '
S 1 8% @ @ ' : ; 1d01.0.0.5:J64  : '
2 - ' Chatty stuff : !
9 o =X 0 W : ] | Y : ]
58 1 Z8¢ ARM1 ARM2 ; : (A '
o 2 o > i 1 ' : i
cnZ ' sBE ¢ " ] 192.168.6.0/24 :
SgQ ! TNa; : ; x|  2001:0b8:0:6:/64 = :
a i xwx 1d01:0:0:6:./64 : — —3 I
: xxx|  Management I
]
i o + I I
I @ o :
S8 ¢ 192.168.7.0124 '
: Sz % 2001:db8:0:7:/64 090 :
| ETIZ| 1d01:0:0:7:/64 NI ,
' 133 VPN Road W. !
! 2820 : I
I 1

8 Dynamic Routing OCI Copyright © 2024, Oracle and/or its affiliates 202411-19




Why Dynamic Routing?
Example OSPF
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Conclusion
Year 2022

A It is possible to connect the Oracle Cloud Free Tier to your home network using IPvBVare@GaardVPN.
A An implementation of OSPF worked successfully for IPv4.

A However, there were issues with tW¢ireGuardand OSPFv3 (IPv6) implementation when usingdgeRouter
The problem appears to be specific\fgattaand theEdgeRouter'smplementation.

A For more details, refer to the issue report:
https://github.com/WireGuard/wireguardvyatta-ubnt/issues/86

A Find all detailed installation steps:
A https://blog.dieschmitterlinge.de
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https://github.com/WireGuard/wireguard-vyatta-ubnt/issues/86
https://blog.dieschmitterlinge.de/

What Next?

A AVM has announceWireGuardsupport for FRITZ!OS versions above 7.39 (lab), which might simplify network
configurations for small networks.

A As time permits:
A FlashOpenWrtonto myEdgeRouteiX.
A Consider BGP as a potential replacement for the missing OSPFv3 capabilities.
ALearn Perl to address and fix the co®)

A Perhaps it's time to plan a version 2.0 of the presentation?
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Key ConsiderationsOracle Cloud Adoption

A New Oracle Cloud projects are migration focused
A Projects often start with database migrations.

A Small teams:
APoCded by business units with limited central IT support.

A Complex Onboarding
A Connectivity and setup require deep technical guidance.

A Lab Environment
A Essential for presales engineers to demonstrate and understand tasks effectively.
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Target definition

Router @(Home)Office  Software router @OCI IPsec VPN Dynamic routing BGP
A Capabilities A Capabilities ADual stack IPv4 & IPv6 A Dual stack IPv4 & IPv6
@ >1Gbfs throughput @ >1Gbfs throughput A Active/active A Bidirectional route
w Full IPv6 support w Full IPv6 support - L .
© VPN support © VPN support A Recommended distribution
w IGP/EGP routing (BGP) w ECMP support ARouteBased preferred A Equalcost multipath
w Low power consumption w IGP/EGP routing (BGP) VS. PolicyBased \VA=\| routing (ECMP)
& low noise w GUI Interface , ,
_ A Support active/active
A Costs w |mage/Container VPN connection (LB)
P . installation
wb2u YZ2NbB YHnnce
w No license costs A Costs
A Software w No license costs

w Resource friendl
w Vendor independent y

® Huge community A Software
w Well documented w Vendor independent
w Regular updates w Huge community

w Well documented
w Regular updates



Limitations

A BGP access

A Oracle OCI provides access to BGP neighbors and routing distribution exclusively Fasi@pnnect
(leased line, SWAN) or an IPsec VPN

A IPsec VPN

A An IPsec VPN in Oracle OCI requires a bidirectional connection using public and static IPv4 addresses. IPv
and (dynamic) DNS is not supported.

A Consumer Internet access

AMost of the time, there are no public and static IPv4 addresses. Instead, they are typically masqueraded
behind CGN, making inbound IPv4 access impossible.
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Target Architecture
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On-Premises
Route back to your CorRouter

18
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Aktiv Metzwerk 4
10.0.0.0
10.30.0.0
10.60.0.0
44.0.0.0
44.128.0.0
172.16.0.0
192.168.0.0

Consumeigrade routers typically have limited routing capabilities and are usually provided

9

a Raaéo &

/| 2y &dzyY SNJ
Subnetzmaske

255.192.0.0
255.255.0.0
255.255.0.0
255.128.0.0
255.192.0.0
255.240.0.0

255.255.224.0

and limited by Internet Service Providers (ISPs).

Options

A Replace the ISprovided router with a more advanced model.
A Implement a core router to handle primary routing tasks.

My choice:

Gateway

192.168

192.168

192.168

192.168

192.168

192.168

192.168

A | opted for a core router to avoid potential support issues with my ISP.

Some more thoughtsittps://blog.die

202411-19



https://blog.dieschmitterlinge.de/networking/black-hole-routing-home-network-private-lan/

On-Premises
Technical Evaluation CoreRouter

On-Premises v OpenWrt Search Q

Scrolling through the table: Click anywhere in the table, then use your cursor keys to scroll left/right, up/down.

i l\ |I ar 1
i Subnet - o Filtered by supported current rel*~'23.05.5' & cpu cores*~'4"' & availability*~'2024" & ram mb*~"1024"
1921\&!81?30,9’24 | Show all (remove filter/sort)
s [0} Jl,rﬁ 4 i # Device Brand Model Versions OpenVPN WireGuard Device Availability Supported Unsupported Target CPU CPU CPU Flash MB l 10
B i Type performance performance Techdata Current functions cores MHz RAM &
(Mbit/s) (Mbit/s) Release MB ~
2024 23.05.5 4 102
| 1 WiFi GL.iNet GL- 180 900 View/Edit Available 23.05.5 mediatek MT7986AV 4 2000 8192NAND, 1024
- Router MT6000 data 2024 eMMC
2 WiFi Acer Predator é é View/Edit Available 23.05.5 Meood-LED mediatek MT7986AV 4 2000 4096, 1024
— * - == == Router Gonnect data 2024 {Kinetic KTD2601) eMMGC
W6
I 3 WiFi ZyXEL EX5700 é é View/Edit unknown 23.05.5 mediatek MediaTek 4 2000 512NAND 1024
I U Router (Telenor) data 2024 MT7986
GPE 4 Single Gateworks Ventana é i View/Edit Available 23.05.5 i Freescale 4 1000 2048NAND 1024
I ! Board GW5524 data 2024 LMX6Q
Computer
[ \ :
|x — https://openwrt.org/toh/views/toh_vpn_performance
................ HX,
K. - - .
Cote R Sy, A OpenWrtis an opersource router project that enhances consurrgrade routers with
advanced, professional routing capabilities.

' A By utilizingh LJS y 2 hddilviage compatibility table, we can valida®menWrtsupport for

S ¥ specific devices. Alternatively, a capabilitessed search can help identify the most suitable
i Subnet

' ' device for our needs
| 1 192168.0.0/24 : /
g o fd00: /64 |
I 1
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https://openwrt.org/toh/views/toh_vpn_performance

Cloud

Technical Evaluatioq Cloud Router

Availability Domain 1

OPNsens® is another candidate to satisfy our routing
requirements

A Advanced Routing Protocols
A Supports Border Gateway Protocol (BGP) for complex routing needs.
A ldeal for managing mulsite and enterpriséevel networks.

A Enhanced Security with VPN Options

A IntegrateswireGuarg a CPU friendly VPN solution.
A Robust IPsec support for secure ditesite connections.

A OpenSource and Customizable

A Provides a flexible, opesource platform with regular updates.
A Allows for extensive customization to meet specific network
requirements.




OPNsens®

Installation Procedure

Z DP ” 4 root@0PMsense.localdomain _
Easy to setup in OCI B

Reporting

A Download the NANO Image e ssen

System: Wizard: General Setup

Access L This wizard will guide you through the initial system configuration. The wizard may be stopped at any time by clicking the
ALJploa'CI to OCI Configuration 2 e e I:_;gmmageatft.hetopoft:escreen. ’ ‘ yclcking
A Decompress the image file. Firmware B =
A Create or prepare an Object Store Bucket to hg :th‘:v:"bw ’
the image file. - ;
A Upload the image file to the Object Store Buck (e o
Almport into Custom images .
A Create Compute Instance .
Diagnostics A
A Conflgu r@PNsenﬁ i Interfaces
. # Firewall
A Attach public IPs and NSG o

£ Services

& Power

[/ Help

OPMNsense (c) 2014-2024 Deciso BV,

Detalils:


https://blog.dieschmitterlinge.de/cloud/install-opnsense-oracle-oci/

VPN

Virtual Private Network
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WireGuard
OpenWrt

On-Premises

Subnet ity
192.168.178.0/24 -AAAA
fd01: /64 R

CPE

Subnet

' 1 192.168.0.0/24
| fd00:1: /64

23 Dynamic Routing OCI Copyright © 2024, Oracle and/or its affiliates

Interfaces » wg0

General Settings  Advanced Settings ~ Firewall Settings DHCP Server Peers

5 Device: wg0
Uptime: 13d 21h 28m 34s
RX: 382.94 MB (4112295 Pkts.)
TX: 381.08 MB (4105258 Pkis.

Status

1Pv4: 192.16!
1Pv6: fd93:ef
1Pvé: fe80::1
Protocol | WireGuard VPN ~
Disable this interface
Bring up on boot v
Private Key *

@ Required. Base64-encoded private key for this interface

@ Base64-encoded public key of this interface for sharing.
Generate new key pair
Listen Port 51888
@ Optional. UDP port used for outgoing and incoming pac
IP Addresses | 192.168, x
fd93:ef %
feB0::17: ®

@ Recommended. IP addresses of the WireGuard interface

o

@ Optional. Do not create host routes to peers.

Import configuration

@ Imports settings from an existing WireGuard configuratic

Interfaces » wg0 » Edit peer

Peer disabled
nable / Disable peer. Restart wireguard interface to apply changes.
@ Enable / Disab R rf ly ch
Description | oci-tce
ptional. Description of peer.
@ optional. Description of
Required. Public key of the WireGuard peer.
O Req y P
Private Key *
ptional. Private key of the WireGuard peer. The key is not required for establishing a connection but allov
@ opti P f the WireGuard The key i ired for li Il
generating a peer configuration or QR code if available. It can be removed after the configuration has beer
exported.
Generate new key pair
Preshared Key *
@ Optional. Base64-encoded preshared key. Adds in an additional layer of symmetric-key cryptography for |
quantum resistance.
Generate preshared key
Allowed IPs | 0.0.0.0/0 x
/0 x

27 &

5 @ishgefixes that this peer is allowed to use inside the tunnel. Usually the peer's tu
addresses and the networks the pee lgguah the tunnel.

Route Allowed IPs

@ Optional. Create routes for Allowed IPs for {bi

>

@ Optional. Host of peer. Names are resolved prior to bringing up the interface.

Endpoint Host

Endpoint Port | 51888

@ Optional. Port of peer.

Persistent Keep Alive | 20

Default is 0 (disabl F ded value if this devic

L7} Optional. Seconds between keep alive rr
behind a NAT is 25.

Configuration Export B2 Generate configuration...

@ Generates a configuration suitable for import on a WireGuard peer

Back '

202411-19




WireGuard
OPNsens®

Qoo
000

-

BGP Routing Takble

? OPM5ense® route

Site-to-site
VPN

Site-to-site
VPN

BGP Routing Table

Edit instance

advanced mode
© Enabled

@ Name

@ Instance

© Public key
© Private key
@ Listen port
OMTU

@ DNS servers

O Tunnel address

€ Depend on (CARP)

O Peers

@ Disable routes

© Gateway

Ocle

(x]

51888

1420

&N con

192.16[f 3013
( rall €4 cop

MNone

theotherwall

I Past

0

y IyPast

Clear All @ Select Al

Edit peer

© Enabled

@ Name
& Public key
€ Pre-shared key

O Allowed IPs

© Endpoint address
© Endpoint port

© Instances

€ Keepalive interval

full help &

theotherwall

0.0.0.0/0 = || /0
@ Clearall Bcopy MhyPaste [S)Tent
theotnerwi . |
51888
wg -
0 ar Al Q t
20



IPseC Phase One VPN: IPsec: Connections
OPNSenS@ Connections ‘ Pools

Remote

130

193

Local Mets
0.0.0.0/0,::f0

0.0.0.0/0,::/0

Q, | search

Remote Nets
0.0.0.0/0,::/0

0.0.0.0/0,::/0

[J Enabled Description Local
D b IPsecl OCI Tunnell 10.30.0.10
D o IPsecl OCI Tunnel2 10.30.0.10
« KL Connections IPsecl OCI Tunnell Pools
AN P
\ General settings
ooo| Chod Lol

advanced mode

BGP Routifyg Table

© enabled

b © Proposals

 Unique
O Aggressive O
© Version

Site-to-site Site-to-site € MOBIKE

VPN VPN

© Local addresses

. © Local port
EGF Routing Table

© Remote addresses

© Remote port

€ Clear All

Mo (default)

500 (default)

aes256-sha3Bd-ecp384 [DH20, NIST EC]
@ selecta




|Psec Virtual Tunnel Interfaces

OPNsens®
VPN Payload Edit VirtualTunnellnterface
full help D
A Virtual Tunnel Interfaces VTI © enabled
Atcg2 +¢LQa FNB I NB NBYYIRWB R LISNI Lt Rk
A Local IP is the private HostdMost is unaware of the public IP  Local address

A Remote IP is the public IP of the OCI Tunnel Endpoints

© Remote address

A Tunnel Addl‘esses © Tunnellocal address

A Private non routed transport network ranges of your choice © Tunnel remote address
A Represent Gateway and BGP Neighbor Addresses

@ Tunnel secondary local address

@ Tunnel secondary remote

VPN: IPsec: Virtual Tunnel Interfaces

Q | search Cancel Save

Enabled Reqid Local Remote Tunnel Description

10 10.30.0.10 130, 92.168. ->192.168 OCltunl

10.30.0.10 93, . - OCltun2
e 10.30.0.10 33 o7:... OCltunl-IPvé

14 10.30.0.10 93, fd93:efd 0] < T.... OCltun2-IPv6




|IPsec Phase Two
OPNsens®

Edit Child Children

Q

advanced mode full help CD

@ enabled

[J Enabled Description Local Nets Remote Nets

O Connection IPsec1 OCI Tunnell

(T IPsecl to OCI Child Phasez 0.0.0.0/0 0.0.0.0/0

@ sha256_96 O 0 IPsecl to OCI Child Phase2 - IPv6 ) =0

O Mode Tunnel

@ Policies O

@ Start action

0 Closeacton Ipsecis configured in Tunnel Mode

@ DPD action

O Regid A Phase Two requires referencing Virtual Tunnel Interfaces

@ EsP proposals 52088 [DHL4 A E.gReqid= 13 is pointing tosLVTI for IPv6
: A IPv4 and IPv6 do have their own InterfaceTwo Children (Phase 2)

O Local
© Remote A Actions

O Rekey time (s) | A To reduce network delays, try to keep the tunnel open.
A Set all actions to start
Cancel




|IPsec Overview
OCl

= ORACLE Cloud Cloud Classic > ‘ Search resources, services, documentation, and Marketplace Germany Central (Frankfurt) v Q @ @ 0
Networking » Customer connectivity » Site-to-Site VPN » VPN-ven_MARTISCH_DE

VPN-ven_MARTISCH_DE

Edit Choose new compartment Add tags Open CPE configuration helper

IPSec connection information CPE & tunnels information Tags

Static route CIDR block: Not in use (all tunnels use BGP) Show @ OCID: ...4uodna Show Copy
Created: Sun, Jun 18, 2023, 19:38:18 UTC DRG: drg_MARTISCH DE
AVAILABLE Site-to-Site VPN version: v2 (i) CPE: CPE-vcn MARTISCH DE

Resources Tunnels in NETWORK Compartment

Tunnels (2) Name Litecycle state () | IPSec status (D | oracie VPN IP address | 'PV4 BGP status () | IPv6 BGP status (D) Routing type

Dynamic routing gateway
attachments (2)

inde Tunnel 1-ven MARTISCH DE @ Available ® Up o e v ® Up BGP dynamic routing

Tunnel 2-ven MARTISCH DE @ Available ® Up o[ e v ® Up BGP dynamic routing £

Showing 2 items
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|IPsec Tunnel Interfaces
OCl

During the VPN configuration process, it is necessary

to provide BGP information upfront.

A Provide your BGP ASN
A Private ASN Range 64512 to 65535.
A Oracle Commercial Cloud 31898

A Serbia Centrallpvanovar14544.

A Reserved ASN

A Avoid 6551% OCI Path Prepending in OCI
A Avoid 65515 65520Multicloud e.g. Azure

A Transport Networks / Tunnel Interface

A Addresses are free of choice.
A Represent BGP Neighbor.
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Create IPSec connection

IKE version (1)

IKEv2Z
Routing type (&

BGP dynamic routing

The available routes are learned dynamically
through BGP. The Oracle router learns the
routes from your on-premises network, and
advertises your VCN's subnets to your on
premises network.

BGP ASN
64512

IPv4 inside tunnel interface - CPE {E}
192.168.250.37/30

Provide IPv4 CIDR block. Example: 10.0.0.0/30

IPv4 inside tunnel interface - Oracle (O
192.168.250.38/30

Provide IPv4 CIDR block. Example: 10.0.0.0/31

IPv6 addressing

IPv6 inside tunnel interface - CPE {3}
fd93:efdf:bb57:8::1/64

Provide IPvG prefix or ULA. Example: 2001 :db:

IPv6 inside tunnel interface - Oracle (D
1d93:efdf:bb57:8::2/64

Provide IPvE prefix or ULA. Example: 2001 :db:

202411-19

Static routing Policy based routing

Routes are static and not learned dynami- Use this option for a policy based CPE device
cally. Here you provide routes to your on- or if you require multiple encryption domains.
premises network that you want the Oracle

router to know about. Your network engineer

must also configure your CPE device with

static routes to the VCN's subnets.




Search resources, services, documentation, and Marketplace v Germany Central (Frankfurt) (3 Q

Networking » Customer connectivity » Site-to-Site VPN » VPN-ven_MARTISCH_DE » Tunnel 1-ven_MARTISCH_DE

ORACLE Tunnel 1-ven_MARTISCH_DE

Edit Open CPE configuration helper

Tunnel information Phase details
Phase one (ISAKMP) details Phase two (IPSec) details
- Phase one remaining lifetime in seconds: 27931 Phase two remalnlng lifetime in seconds: 2300
P h aS e O n e & P h ase tWO d etal I S AVAILABLE Latest phase one info collected: Tue, Nov 12, 2024, 15:32:16 UTC Latest phase one info collected: Tue, Nov 12, 2024, 15:32:16 UTC
Custom encryption algorithm: AES_256_CBC Custom encryption algorithm: AES_256_CBC
i . . i . Custom authentication algorithm: SHA2 384 Custom authentication algorithm: HMAC_SHA2_256_128
Finding the correct encryption settings can be challenging. Gustom Diffe-Helman group: GROUP20 fhe-Halman group: GROUP14
encryption AES_CBC_256 Negotiated encryption algorithm: AES_CBC_256
HMAG_SHA2_384 Negotiated authentication algorithm: HMAG_SHA2_256_128
Negotiated Diffie-Hellman group: DH20 Negotiated Diffie-Hellman group: Phase1
IKE established: Yes Oracle CIDR block: -

Customer premises equipment CIDR block: -

ESP established: Yes

A Best practices

Manually predefining all settings will reduce delays
during the handshake.

OPSseng®e equivalent:

A Supported IPsec Parameters

https://docs.oracle.com/en Phase ond’roposal
us/iaas/Content/Network/Reference/supportediPsecparams.
him#Supported_IPSec_Parameter aes256 - sha384 - ecp384 [DH20, NIST EC]

A Note: PresharedKeys
Some devices limit thepresharedkeys (PSK) to 32

Phase twaESP proposals
characters. aes256 - sha256 - modp2028 [DH14]
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https://docs.oracle.com/en-us/iaas/Content/Network/Reference/supportedIPsecparams.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Reference/supportedIPsecparams.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Reference/supportedIPsecparams.htm

|IPsec Tunnel Information
OCl

= ORACLE Cloud ‘ Cloud Classi Search resources, services, documentation, and Marketplace Germany Central (Frankfurt) +

Networking » Customer connectivity » Site-to-Site VPN » VPN-ven_MARTISCH_DE » Tunnel 1-ven_MARTISCH_DE

Tunnel 1-ven_MARTISCH_DE

Edit || Open CPE configuration helper

Tunnel information Phase details

IPSec status: @ Up (i) Oracle BGP ASN: 31898
Customer BGP ASN:
IPv4 BGP status: @ Up @ 64512
AVAILABLE IPv4 inside tunnel interface - GPE: 192.168.250.37/30 @
IPv6 BGP status: @ Up (©)
IPv4 inside tunnel interface - Oracle: 192.168.250.38/30 (i)
IKE version: |KEv2
IPv6 inside tunnel interface - GPE: fd93:efdf:bb57:8::1/64
Created: Sun, Jun 18, 2023, 19:38:19 UTC @
OCID: ...2ahitg Show Copy IPv6 inside tunnel interface - Oracle: {d93:efdf:bb57:8::2/64 @

Routing type: BGF dynamic routing Shared secret: ** Show Edit

Oracle can initiate: INITIATOR_OR_RESPOMDER
NAT-T enabled: AUTO
Dead peer detection mode: INITIATE_AND_RESPOND

DPD timeout in seconds: 20
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|Psec

Important to know

OnPr emi ses I nternet

=)
%—Si-t@i te
Oracle OCI supports the use of jumbo frames! CRouter o SraleULy EAE
Equi pment Gat eway
MTU = 9000 I ;
A Path Maximum Transmission Unit Discovery (PMTUD) Co
A You may observe issues with SSH , §THangs. A Catoway

A 1Psec is uncomfortable with fragmentatiqravoid it
A Review firewall settings for ICMP type 3 code 4 and ICMPV6 type 2

A Copying files with SCP and RSYNC is slow
A 2dQNB LRGSYyGAlFLfte FFHOAY3 Ly ¢/t YR h{ YSNyYySt tINIFYSGSNI O2yaiNI: Ay
A Connections >100Mb/s require parallel copy processes

A 1Perf3 test does not repressed link speed.
A Use min. parallel 5 for 1Gb/s link to validate


https://docs.oracle.com/en-us/iaas/Content/Network/Troubleshoot/connectionhang.htm
https://docs.oracle.com/en-us/iaas/Content/File/Troubleshooting/filesystem-performance-troubleshooting.htm
https://docs.oracle.com/en-us/iaas/Content/File/Troubleshooting/filesystem-performance-troubleshooting.htm
https://www.ateam-oracle.com/post/improving-oci-fastconnect-tcp-throughput

Border Gateway Protocol
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BGP

Introduction

Definition:
A BGP is the standard protocol for exchanging routing information between autonomous systems (AS) on the
internet.

Type
A Functions as a patliector protocol, focusing on path, policy, and network reachability.

Key Functions
A Determines the most efficient routes for data transmission.
A Enables network administrators to control route preferences and policies.
A Supports redundancy and failover paths to enhance network stability.

Applications
A Essential for ISPs and large enterprises to manage connectivity, traffic flow, and resilience.



FRRoutindg’roject

Quote FRRoutindProject Website:

AFRRouting (FRR) is a free and open source Internet routing protocol suite for Linux and
Unix platforms. It implements BGP, OSPF, RIP, IS - 1S, PIM, LDP, BFD, Babel, PBR,
OpenFabric and VRRP, with alpha support for EI GRP and NHRP.

A Broad Implementation of FRR SZO0PM

A Wide UsageFRR is widely implemented on Lidased routing
appliances and software routers.
A Compatibility: Available across all major Linux distributions.

O Lobby

Routing: BGP

lbw Reporting

£ System
& Interfaces Neighbors AS Path Lists Prefix Lists Community Lists
A Why Choose FRR?
#H Firewall
A BGP CapabilityEnables BGP routing on nearly any Libaged device. |+ Routing
A Familiar ConfigurationUses a Ciselike configuration terminal for General ot :
- Enabled Description Neighbor Address Remaote AS
ease of use. RIP
A Simple ManagementConfiguration is stored in a single file, making it PePOCTunz 19216825042
easy to maintain. ¥ BGP OCI Tunl 192.168.250.38
A Efficient Learning Curve:earn it once and apply it universally. BGP

i BGP OCI Tunl - IPvé fdo3:efdf:bb57:8::2
A 1Pv6 ReadyFEully supports IPv6 for futueroof networking. BFD

STATIC BGP OCI Tun2 - IPvE fd93:efdf:bb57:9::2
b ] =



https://docs.frrouting.org/en/latest/bgp.html

BGP

FRR Configuration FikkExample




