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The following is intended to outline our general product direction. It is 

intended for information purposes only, and may not be incorporated 

into any contract. It is not a commitment to deliver any material, code, 

or functionality, and should not be relied

upon in making purchasing decisions. The development, release, 

timing, and pricing of any features or functionality described for 

hǊŀŎƭŜΩǎ ǇǊƻŘǳŎǘǎ Ƴŀȅ ŎƘŀƴƎŜ ŀƴŘ ǊŜƳŀƛƴǎ ŀǘ ǘƘŜ ǎƻƭŜ ŘƛǎŎǊŜǘƛƻƴ ƻŦ 

Oracle Corporation.

Safe harbor statement
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Recap

Something has shifted!

year 2019

1st Part DOAG 2022:https://blog.dieschmitterlinge.de/networking/setup-wireguard-vpn-over-

ipv6-with-ospf-oracle-cloud-free-tier/
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Architecture



LǘΩǎ ƴƻǘ ŀ ōǳƎΣ ƛǘΩǎ ŀ ŦŜŀǘǳǊŜΗ

ÅWith the new FTTH connection and the new Internet service provider, I lost the dynamic 
and public IPv4 address required to access the Internet.

Å IPv4-based access is now implemented via a Carrier-Grade NAT (CGNAT) using the RFC6598 
address space:
    10.64.0.0/10

Å As a result, I can no longer reach my private network, including:
Å VPN Connections: Both Site-to-Site and Road Warrior configurations. 

Å Services:   Hosted or local network services.

Å IoT and Smart Devices: Connected appliances and automation systems.

Å VoIP:   Voice over IP services.

Å Hamnet:   Amateur radio-based IP networking.
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CGN-Explained
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Wireguard VPN ς OCI Free Tier
Via IPv6 and DDNS
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Why Dynamic Routing?
Example OSPF



Conclusion
Year 2022

Å It is possible to connect the Oracle Cloud Free Tier to your home network using IPv6 and a WireGuard VPN.

Å An implementation of OSPF worked successfully for IPv4.

Å However, there were issues with the WireGuard and OSPFv3 (IPv6) implementation when using an EdgeRouter. 
The problem appears to be specific to Vyatta and the EdgeRouter's implementation.

ÅFor more details, refer to the issue report: 

https://github.com/WireGuard/wireguard-vyatta-ubnt/issues/86

Å Find all detailed installation steps:

Åhttps://blog.dieschmitterlinge.de
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What Next?

Å AVM has announced WireGuard support for FRITZ!OS versions above 7.39 (lab), which might simplify network 
configurations for small networks.

Å As time permits: 

ÅFlash OpenWrt onto my EdgeRouter-X.

ÅConsider BGP as a potential replacement for the missing OSPFv3 capabilities.

ÅLearn Perl to address and fix the code. 

Å Perhaps it's time to plan a version 2.0 of the presentation?
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Version 2.0

Next
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Key Considerations - Oracle Cloud Adoption

Å New Oracle Cloud projects are migration focused

ÅProjects often start with database migrations.

Å Small teams:

ÅPoCs led by business units with limited central IT support.

Å Complex Onboarding

ÅConnectivity and setup require deep technical guidance.

Å Lab Environment

ÅEssential for presales engineers to demonstrate and understand tasks effectively.
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Target definition

Router @(Home)Office 

ÅCapabilities
ω >1Gb/s throughput

ω Full IPv6 support

ωVPN support

ω IGP/EGP routing (BGP)

ω Low power consumption 
& low noise

ÅCosts
ωbƻǘ ƳƻǊŜ Ϥнллϵ

ωNo license costs

ÅSoftware
ωVendor independent

ωHuge community

ωWell documented

ωRegular updates

Software router @OCI

ÅCapabilities
ω >1Gb/s throughput

ω Full IPv6 support

ωVPN support

ωECMP support

ω IGP/EGP routing (BGP)

ωGUI Interface

ω Image/Container 
installation

ÅCosts
ωNo license costs

ωResource friendly

ÅSoftware
ωVendor independent

ωHuge community

ωWell documented

ωRegular updates

IPsec VPN

ÅDual stack IPv4 & IPv6

ÅActive/active
ÅRecommended

ÅRoute-Based preferred 
vs. Policy- Based VPN

Dynamic routing - BGP

ÅDual stack IPv4 & IPv6

ÅBidirectional route 
distribution

ÅEqual-cost multi-path 
routing (ECMP)
ÅSupport active/active 

VPN connection (LB) 
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Limitations

Å BGP access 

ÅOracle OCI provides access to BGP neighbors and routing distribution exclusively through FastConnect 
(leased line, SD-WAN) or an IPsec VPN

Å IPsec VPN

ÅAn IPsec VPN in Oracle OCI requires a bidirectional connection using public and static IPv4 addresses. IPv6 
and (dynamic) DNS is not supported.

Å Consumer Internet access

ÅMost of the time, there are no public and static IPv4 addresses. Instead, they are typically masqueraded 
behind CGN, making inbound IPv4 access impossible.
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Target Architecture



/ƘƻǎŜΧ
ΧȅƻǳǊ wƻǳǘŜǊ
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On-Premises
Route back to your Core-Router 9ȄŀƳǇƭŜ /t9 αŘǳƳōά /ƻƴǎǳƳŜǊ-Router

Consumer-grade routers typically have limited routing capabilities and are usually provided 
and limited by Internet Service Providers (ISPs).

Options:

Å Replace the ISP-provided router with a more advanced model.

Å Implement a core router to handle primary routing tasks.

My choice:

Å I opted for a core router to avoid potential support issues with my ISP.

Some more thoughts: https://blog.dieschmitterlinge.de/networking/black-hole-routing-home-network-private-lan/

https://blog.dieschmitterlinge.de/networking/black-hole-routing-home-network-private-lan/
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On-Premises
Technical Evaluation - Core-Router

Å OpenWrt is an open-source router project that enhances consumer-grade routers with 
advanced, professional routing capabilities.

Å By utilizing hǇŜƴ²ǊǘΩǎ hardware compatibility table, we can validate OpenWrt support for 
specific devices. Alternatively, a capabilities-based search can help identify the most suitable 
device for our needs.

https://openwrt.org/toh/views/toh_vpn_performance

https://openwrt.org/toh/views/toh_vpn_performance


Cloud
Technical Evaluation ς Cloud Router

OPNsense® is another candidate to satisfy our routing 
requirements

ÅAdvanced Routing Protocols

ÅSupports Border Gateway Protocol (BGP) for complex routing needs.

Å Ideal for managing multi-site and enterprise-level networks.

ÅEnhanced Security with VPN Options

Å Integrates WireGuard, a CPU friendly VPN solution.

ÅRobust IPsec support for secure site-to-site connections.

ÅOpen-Source and Customizable

ÅProvides a flexible, open-source platform with regular updates.

ÅAllows for extensive customization to meet specific network 

requirements.
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OPNsense®
Installation Procedure

Easy to setup in OCI

ÅDownload the NANO Image

ÅUpload to OCI
ÅDecompress the image file.

ÅCreate or prepare an Object Store Bucket to host 
the image file.

ÅUpload the image file to the Object Store Bucket.

ÅImport into Custom images

ÅCreate Compute Instance

ÅConfigure OPNsense®

ÅAttach public IPs and NSG

Details: https://blog.dieschmitterlinge.de/cloud/install-opnsense-oracle-oci/

https://blog.dieschmitterlinge.de/cloud/install-opnsense-oracle-oci/


VPN
Virtual Private Network
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WireGuard
OpenWrt



WireGuard
OPNsense®
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IPsec Phase One
OPNsense®
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IPsec Virtual Tunnel Interfaces
OPNsense®
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VPN Payload

ÅVirtual Tunnel Interfaces - VTI

Å¢ǿƻ ±¢LΩǎ ŀǊŜ ŀǊŜ ǊŜǉǳƛǊŜŘ ǇŜǊ LtǎŜŎ ¢ǳƴƴŜƭ ς IPv4 & IPv6

ÅLocal IP is the private Host IP ς Host is unaware of the public IP

ÅRemote IP is the public IP of the OCI Tunnel Endpoints

ÅTunnel Addresses

ÅPrivate non routed transport network ranges of your choice

ÅRepresent Gateway and BGP Neighbor Addresses



IPsec Phase Two
OPNsense®
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Ipsec is configured in Tunnel Mode

ÅPhase Two requires referencing Virtual Tunnel Interfaces

ÅE.g. Reqid = 13 is pointing to 1st VTI for IPv6  

Å IPv4 and IPv6 do have their own Interface. -> Two Children (Phase 2)

ÅActions

ÅTo reduce network delays, try to keep the tunnel open.

ÅSet all actions to start
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IPsec Overview
OCI
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IPsec Tunnel Interfaces
OCI

During the VPN configuration process, it is necessary 
to provide BGP information upfront.

ÅProvide your BGP ASN

ÅPrivate ASN Range 64512 to 65535.

ÅOracle Commercial Cloud 31898

ÅSerbia Central (Jovanovac) 14544. 

ÅReserved ASN

ÅAvoid 65515 ς OCI Path Prepending in OCI
ÅAvoid 65515 - 65520 Multicloud e.g. Azure

ÅTransport Networks / Tunnel Interface

ÅAddresses are free of choice.
ÅRepresent BGP Neighbor.



Phase one & Phase two details
Finding the correct encryption settings can be challenging.

ÅBest practices

Manually predefining all settings will reduce delays 
during the handshake.

ÅSupported IPsec Parameters 

https://docs.oracle.com/en-
us/iaas/Content/Network/Reference/supportedIPsecparams.
htm#Supported_IPSec_Parameter

sÅNote: Preshared Keys

Some devices limit their preshared keys (PSK) to 32 
characters.

OPSsense® equivalent:

Phase one Proposal

aes256 - sha384 - ecp384 [DH20, NIST EC]

Phase two ESP proposals

aes256 - sha256 - modp2028 [DH14]
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IPsec Tunnel Information
OCI



IPsec
Important to know

Oracle OCI supports the use of jumbo frames!

MTU = 9000

ÅPath Maximum Transmission Unit Discovery (PMTUD)

ÅYou may observe issues with SSH , SFTP ς it hangs.

Å IPsec is uncomfortable with fragmentation ς avoid it

ÅReview firewall settings for ICMP type 3 code 4 and ICMPv6 type 2

ÅCopying files with SCP and RSYNC is slow

Å¸ƻǳΩǊŜ ǇƻǘŜƴǘƛŀƭƭȅ ŦŀŎƛƴƎ ŀƴ ¢/t ŀƴŘ h{ YŜǊƴŜƭ tŀǊŀƳŜǘŜǊ ŎƻƴǎǘǊŀƛƴ

ÅConnections >100Mb/s require parallel copy processes

Å IPerf3 test does not repressed link speed.
Å Use min. parallel 5 for 1Gb/s link to validate  
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OCI RegionOn-Premises Internet

Customer

Premises

Equipment  

Customer 

Data

Center

VCN

Subnet

Bare Metal 

Compute

VCN

Dynamic

Routing

Gateway

Dynamic

Routing

Gateway

On-Premises

Router  

1

3

2

2

Site-to-Site VPN

https://docs.oracle.com/en-us/iaas/Content/Network/Troubleshoot/connectionhang.htm

https://docs.oracle.com/en-us/iaas/Content/File/Troubleshooting/filesystem-performance-
troubleshooting.htm

https://www.ateam-oracle.com/post/improving-oci-fastconnect-tcp-throughput

https://docs.oracle.com/en-us/iaas/Content/Network/Troubleshoot/connectionhang.htm
https://docs.oracle.com/en-us/iaas/Content/File/Troubleshooting/filesystem-performance-troubleshooting.htm
https://docs.oracle.com/en-us/iaas/Content/File/Troubleshooting/filesystem-performance-troubleshooting.htm
https://www.ateam-oracle.com/post/improving-oci-fastconnect-tcp-throughput


BGP
Border Gateway Protocol
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BGP
Introduction

Definition:
ÅBGP is the standard protocol for exchanging routing information between autonomous systems (AS) on the 

internet.

Type: 
ÅFunctions as a path-vector protocol, focusing on path, policy, and network reachability.

Key Functions:
ÅDetermines the most efficient routes for data transmission.

ÅEnables network administrators to control route preferences and policies.

ÅSupports redundancy and failover paths to enhance network stability.

Applications:
Å Essential for ISPs and large enterprises to manage connectivity, traffic flow, and resilience.



FRRouting Project

Quote FRRouting Project Website:

ñFRRouting  (FRR) is a free and open source Internet routing protocol suite for Linux and 

Unix platforms. It implements BGP, OSPF, RIP, IS - IS, PIM, LDP, BFD, Babel, PBR, 

OpenFabric  and VRRP, with alpha support for EIGRP and NHRP.ò

ÅBroad Implementation of FRR

ÅWide Usage: FRR is widely implemented on Linux-based routing 

appliances and software routers.

ÅCompatibility: Available across all major Linux distributions.

ÅWhy Choose FRR?

ÅBGP Capability: Enables BGP routing on nearly any Linux-based device.

ÅFamiliar Configuration: Uses a Cisco-like configuration terminal for 

ease of use.

ÅSimple Management: Configuration is stored in a single file, making it 

easy to maintain.

ÅEfficient Learning Curve: Learn it once and apply it universally.

Å IPv6 Ready: Fully supports IPv6 for future-proof networking.
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https://docs.frrouting.org/en/latest/bgp.html

https://docs.frrouting.org/en/latest/bgp.html


BGP
FRR Configuration File - Example
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